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(54> Method for loading an operating system through a network 



(57 The method allov^s for the loading of operating systems between computers over a networi^, thereby drastically 
decreasing the amount of time required to download an operating system or update an operating system. A root directory is 
created and a subset of the operating system Is loaded into the memory of the computer which is to receive the operating 
svsten thereby eliminating the need to access or use the disk during the operating system download process The subset 
of the oW^ting system contains the basic commands for file creation and manipulation, directory cre^ion and network 
comm jr^tion The computer system is then started using the subset of the operating system located in memory and 
connected to the networt<. Once the computer is connected to the networic. the files comprising the operating system to be 
downcads:^ are copied and transferred from a remote computer over the networit and stored on the disk drive of the 
receiving rrmputer. 



C 



fttert 



J 



Sat root dtrtctory to bt tocated in rrm and 
lead lubfct cr onih into RflM of traftffvrac 
compuitr s)|«ttm 



•eet lha tranafaraa eempuicr t||>l«m utlng 
ONIK leaoid in llflM and crista disk parlltteA* 



Input natitfork addraivas or iransfaror and 
transftraa compolar •||»1im» ftnd any 
gatitvtgs bttuictn tht trantforor and 
trwtartt cempunr luHtm 



tnillttt aativork routlnt tp rsnnact tut 
Irpnifarer Md lr«ntrtr*t cpmpvur 
■9«tpmB acrBti ma oatniorit 



CD 
ro 

CO 



Transfer a copv »f f •»» eparatmg agttam 
data fron trans faror computer •Bitcm to 
trantfarea computer aifttam 



FIG 1 



At least one dtewing originally filed was informal and the print leproduced here is taken from a later fBed fomial copy. 

BNSDOCID: <GB 22311 8QA__t_> 



1/1 



start 



I 



Set root directory to be located in RRM and 
Load Subset of UNIH into RRM of transferee 
computer system 



20 



Boot the transferee computer system using 
UNIH loaded in RRM and create disk partitions 



input netuioric addresses of transferor and 
transferee computer systems and any 
gateuiays between the transferor and 
transferee computer system 



I 



Initiate netuiork routine to connect the 
transferor and transferee computer 
systems across the netuiork 



I 



Transfer a copy of the operating system 
data from transferor computer system to 
transferee computer systenV ' 



I 



End 



FIG 1 



40 



50 



60 



# • 

J- i fci (2) 

MEraOD TOR LOADING AN OPFRATIKG SYSTEM THROUGH A NETWORK 

BACKGROUND OF THE INVENTION 

1. f iFi n r>F THF INVFNTIQN; 

This invention relates to the loading and upgrading of operating 
systems on computer systems connected in a network environment. 

2. ftffT pArifftRQUND: 



10 An operating system consists of program modules within a 

computer system that govern the control of equipment resources such as 
processors, main storage, secondary storage and I/O devices. These modules 
resolve conflicts, attempt to optimize performance and simplify the effective use 
of the computer. They act as an interface between the user programs and the 

1 5 physical computer hardware. In order to load an operating system, an I/O 

device such as a tape drive executes a program resident in the tape drive and 
Inputs the new operating system data into a predetermined area of memory in 
the computer. During the course of loading an operating system the disk space 
where the operating system is loaded is erased and re-written with the new 

20 operating system data. The amount of Information to be loaded on the system is 
significant and takes, one and one-half to two hours to read and down load the 
information from the tapes. 

Before the advert of the distributed systems of today, a single 
25 computer system would service a multiplicity of users. Thus when It came time 
to upgrade the operating system, the system manager would only have to load 
the new operating system onto a single computersystemf However, in today's 
distributed processing environment, it is quite common that each user has his 
own computer with its own operating system whereby the computer is 
30 networiced together with other computers. Thus, when an operating system 
upgrade is performed, the process of toading the operating system from an I/O 

1 
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device has to be performed with respect to each individual computer system in 
the network. The upgrade of multiple computer systems can be quite time 
consuming, and it can be even more burdensome in an operating system 
development environment where operating system upgrades may be performed 
5 as frequently as once a week. Thus, it would be preferable in a distributed 
environment to load the operating system onto one machine from a tape and 
thereafter transmit copies of the operating system over the network to each 
computer system connected to the network. 

10 If the operating system is transferred from one system to another 

through a network, the amount of time required to load the operating system is 
decreased. However, to load the system onto a computer In a network 
environment, the computer system must be booted and running an operating 
system accessible by the computer hardware and capable of network 

1 5 communication. It should be remembered that when the new operating system 
is loaded onto the computer the disk space is re-written thereby over-writing 
and corrupting the existing operating system concurrently being used by the 
computer hardware. A way to avoid the problem of over-writing the presently 
used operating system is to boot the computer system to be loaded or upgraded 

20 from an operating system resident on another computer in the network. That is. 
when the computer hardware is powered on a signal is sent out over the 
network to which the computer hardware M'th the operating system to be 
accessed responds. The remote network computer then provides disk partitions 
on Its own local disk for the computer to use. The computer system to be 

25 upgraded is then booted using the operating system located on the network 
computer. Once the computer is booted and active on the network, the new 

^ * version'of the operating system can be downrtoaded from the networK. cqmpi^ter . 
system. 
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However, in order to utilize such an approach, the network must 
be configured and initialized to know that when the particular computer is 
powered on. that computer is to be booted using the operating system 
accessible on a specific network computer. Thus If the network configuration 
5 changes or if it is desirable to boot up from a different network computer than 
the one initially specified, the network parameters then have to be changed. 
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Summary of the iNvgNTiON 
It is therefore an object of the present invention to provide a 
method for loading operating systems from one computer to another computer 
in a network en\dronment. 

5 

In the method of the present invention a subset of the operating 
system supporting network communications is loaded into a root partition 
created in the transferee computer's memory. Once the transferee computer 
system is thus booted from and running off the memory resident operating 

1 0 system and connected to the network, it is ready to receive from the transferor 
computer system the new version of the operating system to be loaded on its 
disk. Because, the currently utilized operating system on the transferee 
computer is running off of memory as opposed to off the disk, the problems in 
the prior art with over-writing the currently utilized operating system when down- 

1 5 loading the new version of the operating system are eliminated. In addition, the 
time required to download the operating system is decreased because the data 
transfer rate between two computer systems located on the network is much 
greater than that between a external I/O device, such as a tape drive and a 
computer. Also, updates to the operating system on the transferor computer do 

20 not entail the creation of tapes for the installation of the updated version of the 
operating system on the transferee computer. 
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pntcc nPSCRIPT tnM ftp THg INVENTION 

The Objects, features and advantages of the method of the present 
invention will be apparent from the following detailed description of the 
5 preferred embodiment in vt^hich: 

FIG, 1 is a flow chart outlining the steps performed in the method 
of the present invention. 
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PETAILED DESCRIPTION OF THE INVENTION 

An entire operating system can be transferred to a computer 
(transferee computer) from another computer (transferor computer) located on 
5 the same network. This capability is available by loading a subset of an 
operating system into a root directory established in RAM in the transferee 
computer thereby freeing the disk to receive the operating system files. The 
subset of the operating system to be loaded into RAM includes those 
commands necessary for the computer to connect and operate on the network 
1 0 thereby permitting the communication between the transferor computer and the 
transferee computer. By establishing the root directory in RAM and storing the 
operating system In RAM, the integrity of the system being Installed on the disk 
is insured because all data relative to the running operating system is located 
within memory. 

15 

Throughout the discussion below, the method of the present 
Invention is described with respect to the UNIX® (UNIX is a Registered 
Trademark of AT&T) operating system and in particular, the Sun operating 
system, SunOS™ (SunOS is a trademark of Sun Microsystems, Inc.) 
20 manufactured by Sun Microsystems, Inc.. Mountain View, California. However, 
as It will be clear from the discussion, the method of the present invention may 
be utilized in conjunction with most any operating system which provides for a 
network environment. 

25 The process for transferring an operating system across a network 

is described in the flow chart of Rg. 1 . At block 20, the root directory is set to be 
In the RAM'and'a subset of the operating system is loaded into memory.. This, is . 
typically achieved by powering up the system and Interrupting the default 
loading of the operating system so that the root device can be reset to be the 

30 RAM and the operating system can be reinitialized to be located in RAM. 

6 
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Typically the subset of the operating system Is transferred from a device, such 
as a tape, to the RAM. However, in a UNIX system, a subset of the operating 
system may be transferred from another computer connected through a 
network, using the Trivial File Transfer Protocol (TFTP). a low level, device 
5 specific, address specific protocol which permits a file transfer from one device 
to another over a network 

The subset of the operating system comprises only those 
commands required to boot the system and perform basic functions such as 

1 0 copy files, rename files, link files, create directories. In addition the subset 
should include commands to format the disk, mount file systems and establish 
and maintain network communications. Thus In the present embodiment, a 
subset of the UNIX operating system may be loaded in RAM. h should be noted, 
however, that the operating system toaded in RAM need not be a subset of the 

1 5 operating system to be transferred to the disk of the transferee computer. In 
SunOS, it is preferable that a superset of MUNIX is loaded into RAM. MUNIX is 
a very small subset of the UNIX operating system which is used to create disk 
partitions on new computer systems. The version of MUNIX used in the system 
of the present Invention however, includes additional commands which pennit 

20 the system to be connected to and active on the network and therefore can 
receive and transmit data. These extra commands give the computer the 
capability referred to. in the SunOS environment, as "client-side NFS." 

Once the subset of the operating system is loaded into RAM, at 
25 block 30. the system is booted using the memory resident operating system. 

and the local disk where the new operating system Is to be loaded is cleared. In 
addition. H is preferred that two disk partitions are created where the operating, 
system will be stored. The first partition is finked to or mounted on the 
subdirectory of the root directory, and the second partition is mounted on the 
30 first partition. Thus when the operating system is toaded to the subdirectories of 
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the root directory resident in RAM. ttie data wi!t be transferred appropriately to 
the first or second disk partition. It is also preferred that another disk partition be 
created for the swapping of data during the execution of commands during the 
process. This disk partition provides the extra scratch memory that may be 
5 needed during the execution of certain commands executed during the transfer 
of the operating system. Typically, it is the same swap partition used by the 
computer during normal operation. 

At block 40, the network addresses of the transferor computer and 
1 0 the transferee computer as well as the addresses of gateways that may be 

located between the two computers are input to the system, and at block 50 the 
network routine to connect the two computers is executed. For example, in 
SunOS a shell script routine is used to initialize the network environment which 
is NFS. NFS is a utility which pro\ndes a capability which permits one computer 
1 5 system to mount the remote disk space of another computer system in the 

networic and use it as if it is locally attached disk space (For more information on 
NFS see R Sandberg, D. Goldberg, S. Kleiman, D. Walsh, B. Lyon, Design and 
Implementation of the Sun Network File System, USENIX. Summer 1985. p. 
119-130) 

20 

At block 60. once the transferor computer system is connected to 
the transferee computer system through the network, a copy of the new 
operating system is transferred from the transferor computer system to the 
transferee computer system, in the SunOS-NFS environment, the mount 

25 command is used to mount the file system of the transferor computer onto the 
root directory of the transferee computer to simplify the copying process and the 
UNIX TAR cbmrtiandls touted to transferihefiles^^ representative of the 
operating system. The TAR command archives and extracts multiple files into a 
single file archive called a TAR file. A TAR file is usually located on a magnetic 

30 tape but it can be any file. In the present case the file is virtually a stream of 

8 

BNSDOCID: <G B 22 31 1 aoA i > 

I 



information between two TAR processes: one TAR process reading the 
operating system files on the transferor system, the other TAR process 
extracting files from the stream and writing them onto the disk of the transferee 
computer recreating the directories and the position and protection of files as 
5 they exist on the transferor computer system. 

While the invention has been described in conjunction with the 
preferred embodiment, the UNIX operating system, and in particular SunOS 
njnning NFS, It is evident that numerous aHernatives. modifications, variations 
1 0 and uses will be apparent to those skilled in the art . In particular it is evident, i 
light of the foregoing description, that a variety of computer types, operating 
systems and networks can be applied to the method of the present invention. 
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Claims 

1 . In a computer network comprising a plurality of computers, each 
computer comprising a centra! processing unit (CPU), memory, offline storage 
such as disk drives, input/output devices and an operating system located on a 
disk drive, a method for loading an operating system onto a first computer from 
the operating system stored on a second computer comprising: 

setting the root directory to be resident In memoiy; 

loading the subset of the operating system Into the memory of the first 
computer, said subset of the operating system comprising commands that 
provide for the copying of files, the creation of file directories, the formatting of 
disks and the establishment of a network connection and operation on the 
network, said subset being small in size to be resident In the memory; 

Initializing and starting the first computer using the subset of the 
operating system loaded into memory; 

establishing communications between the first computer and the network 
such that the first computer can communicate with the second computer; 

copying the files representative of the operating system from the second 
computer and transferring the operating system files from the second computer 
over the network to the disk drive of the first computer; 

whereby the disk of the first computer is rewritten with the operating 
system transferred from the second computer without corrupting the operating 
system currently running In the memory of the first computer system. 

2. The method of claim 1 wherein the operating system runs a 
network file system which permits file systems to be mounted from remote 
devices connected to the network. 

3. The method of claim 2 wherein the operating system is a UNIX 
operating system. 




4. The method of claim 2 further comprising the steps of: 

cleaning the portions of the disk of the first computer where the operating 

system is to be loaded: 
5 establishing two partitions on the disk where the operating system is to 

be loaded; 

mounting the first partition onto a subdirectory of the root directory 

located in memory: 

creating a directory in the first partition: and 
1 0 mounting the second partition onto the directory created in the first 

partition; 

whereby the operating system files to be transferred and loaded are 
loaded into directories connected to the root directory resident in memory. 

1 5 5, The method of claim 4 further comprising : 

mounting a file system located on the second computer, containing the 
operating system files to be copied, on to a subdirectory of the root directory of 
the first computer system to simplify the transfer of files from the second 
computer system to the first computer system. 



20 
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6. The method of claim 1 wherein the operating system is a UNIX 
operating system and the commands to copy and transfer operating system files 
from the second computer system to the first computer system is the UNIX TAR 
command. 

7. The method of daim 1 further comprising creating a disk partition 
on the disk of the first computer for the swapping of data during execution of m 
commands In the subset of the operating system. 
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8. In a computer network comprising a plurality of computers, each 
computer comprising a central processing unit (CPU), memory, offline storage 
such as disk drives, input/output devices and an operating system located on a 
disk drive, a method for loading an operating system onto a first computer from 
the operating system stored on a second computer comprising: 

setting the root directory to be resident In memory: 

toading the subset of a first operating system into the memory of the first 
computer, said subset of the first operating system comprising commands that 
provide for the copying of files, the creation of file directories, the formatting of 
disks and the establishment of a networic connection and operation on the 
netvtfork. said subset being small in size to be resident in the memory; 

initializing and starting the first computer using the subset of the 
operating system loaded into memory; 

establishing communications between the first computer and the network 
such that the first computer can communicate with the second computer; 

copying the files representative of a second operating system from the 
second computer and transferring the second operating system files from the 
second computer over the network to the disk drive of the first computer; 

whereby the disk of the first computer is rewritten with the second 
operating system transfen-ed from the second computer without corrupting the 
first operating system currently running in the memory of the first computer 
system. 

9. A method for loading an operating system onto a first 
computer frcxn the operating system stored on a second computer in a 
computer network substantially as hereinbefore described with reference 
to the accompanying drawing. 
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